
 

Data Protection 
 

How we handle your data, and your rights 

– Information pursuant to articles 13, 14 

and 21 of the General Data Protection 

Regulation  

(GDPR) – 

 

 

Dear client, 

dear client, 

 

The purpose of this letter is to inform you 

about the processing of your personal data 

by DZ HYP AG, and about your claims and 

rights pursuant to data protection law. The 

particular products and services you have 

ordered or agreed upon, as well as the 

scope of our business relationship, are gen-

erally what determines how and what per-

sonal data will be processed and used in 

each individual case. 

 

1. Who is responsible for data pro-

cessing, and whom should I con-

tact? 

The data controller is: 

 

DZ HYP AG 

 

Rosenstrasse 2  

20095 Hamburg, Germany 

Telephone: +49 40 3334-0 

Fax: +49 40 3334-1111 

 

Sentmaringer Weg 1 

48151 Munster, Germany 

Telephone: +49 251 4905-0 

Fax: +49 251 4905-5555 

 

E-mail: info@dzhyp.de 

 

 

You can contact our corporate Data Protec-

tion Officer at:  

DZ HYP AG 

Rosenstrasse 2  

20095 Hamburg, Germany 

Telephone: +49 40 3334-2311 

E-mail: datenschutz@dzhyp.de 

 

2. What type of sources and data do 

we use? 

We process personal data that we receive 

from you as part of our business relation-

ship. Where necessary to provide our ser-

vices, we also process personal data that 

we have received lawfully (e.g. to execute 

orders, fulfil contracts or where you have 

provided us with consent) from other enti-

ties of the German Cooperative Financial 

Network, or from other third parties (e.g. 

from SCHUFA). Furthermore, we process 

personal data that we have lawfully ob-

tained from public sources (e.g. debtors' 

list, land register, register of companies or 

associations, press, media) and are permit-

ted to use. 

  

Relevant personal data includes personal 

information (name, address, and other con-

tact details; date and place of birth and na-

tionality), identification data (e.g. official ID 

data) and authentication data (e.g. a speci-

men signature). It may also include order-

related data (e.g. a payment order), data re-

sulting from us fulfilling a contractual obli-

gation (e.g. payment data, loan facility, 

product data – e.g. from deposit-taking, 

lending, or custody business), information 

concerning your financial situation (e.g. 

credit quality, scoring/rating information, 

source of assets), marketing and sales 

data, documentation data (e.g. records of 

advisory discussions), data from public reg-

isters, as well as other data similar to the 

categories mentioned. 



 

 

3. Why do we process your data (pro-

cessing purpose), and on what le-

gal basis? 

We process personal data in accordance 

with the provisions set out in the EU Gen-

eral Data Protection Regulation (GDPR) 

and the German Federal Data Protection 

Act (Bundesdatenschutzgesetz – "BDSG"): 

 

3.1 to perform contractual obligations 

(article 6 (1)(b) of the GDPR) 

Personal data is processed (as defined in 

article 4 (2) of the GDPR) for the purposes 

of providing or intermediating banking and 

other financial services as well as transac-

tions in real estate – in particular, to fulfil the 

contracts we have with yourselves (or to 

make pre-contractual arrangements) and to 

execute your orders, as well as in connec-

tion with all activities necessary for the op-

eration and administration of a bank and fi-

nancial services provider. 

 

The primary purposes of the data pro-

cessing have to do with the specific kind of 

product (e.g. accounts, credits, securities, 

deposits, brokerage) and may include 

things like needs analyses, advisory ser-

vices, asset management or advisory ser-

vices, or executing transactions.  

 

Specific details about the purpose of the 

data processing can be found in the rele-

vant contractual documentation, our Gen-

eral Terms and Conditions of Business and 

General Loan Terms. 

 

3.2 to determine the balance of inter-

ests (article 6(1)(f) of the GDPR): 

Where necessary, the extent to which we 

process your data extends beyond the ac-

tual performance of a contract in pursuance 

of the legitimate interest of the Bank or a 

third party. Examples: 

 

• Consulting and exchanging data 

with credit reference agencies (such 

as SCHUFA) to determine credit or 

default risks, or to analyse the 

needs in connection with seizure-

protected accounts ("Pfändungss-

chutzkonto"), or basic accounts; 

• testing and optimising the process 

for conducting a needs analysis for 

the purposes of direct contact with 

clients; 

• advertising or market and opinion 

research, so long as you have not 

objected to your data being used; 

• enforcing legal rights and defending 

our position in legal disputes; 

• safeguarding the Bank's IT security 

and operations; 

• preventing and investigating of-

fences; 

• video surveillance is used to collect 

evidence of criminal offences and 

thus serves to protect clients and 

staff, as well as the exercise of dom-

iciliary rights; 

• measures relating to building and 

premises security (e.g. access con-

trol); 

• measures relating to the assertion 

of our right to exclude people from 

our premises; 

• measures relating to the manage-

ment of our business and develop-

ing products and services. 

 

 

3.3 where you have given consent (ar-

ticle 6 (1)(a) of the GDPR) 

Where you have consented to your per-

sonal data being processed for specific pur-

poses (e.g. sharing information within the 



 

Cooperative Financial Network/DZ BANK 

Group, analysing payment data for market-

ing purposes), the consent serves as the 

basis for lawfully processing your personal 

data in accordance with article 6 (1)(a) of 

the GDPR. Once given, consent may be re-

voked at any time. This also applies to with-

drawing consent given before the GDPR 

came into force, i.e. before 25 May 2018, 

such as under the clause permitting the 

procurement of data from SCHUFA.  

 

Please note that the withdrawal will only ap-

ply going forwards. This means that data 

processing prior to the withdrawal will not 

be affected. 

 

3.4 for compliance with a legal re-

quirement (article 6(1)(c) GDPR) or 

in pursuit of the public interest (ar-

ticle 6(1)(e) GDPR): 

In addition, as a bank, we are subject to var-

ious different legal obligations, such as stat-

utory requirements (including the German 

Banking Act (Kreditwesengesetz), Anti-

Money Laundering Act (Geldwäschege-

setz), Securities Trading Act (Wertpapier-

handelsgesetz), tax laws) as well as bank-

ing regulatory requirements (including 

those set out by the European Central 

Bank, the European Banking Authority, 

Deutsche Bundesbank and the German 

Federal Financial Services Supervisory Au-

thority). Purposes of data processing in-

clude aspects such as assessing credit 

quality, checking identity and age, prevent-

ing fraud and money laundering, complying 

with tax auditing and reporting require-

ments, as well as evaluating and managing 

risks. 

 

4. Who receives my data?  

The parties that have access to your per-

sonal data within the Bank are those that 

need access so they can perform the 

Bank's contractual and legal obligations. 

Processors (as defined in article 28 of the 

GDPR) we have instructed may also re-

ceive data for the purposes set out above; 

this includes companies involved in finan-

cial services, IT, logistics, printing, telecom-

munications, debt collection, advisory/con-

sultancy services, marketing and sales. 

 

In terms of transferring data to recipients 

outside of our Bank, under the General 

Terms and Conditions (Allgemeine Ges-

chäftsbedingungen) agreed upon between 

yourselves and the Bank, we are – first and 

foremost – required to keep confidential all 

client-related facts and analyses of which 

we are aware. We may only share infor-

mation about you where there is a legal re-

quirement to do so, and where we have 

your consent, where we are authorised to 

issue a status report (Bankauskunft). In 

these circumstances, the recipients of per-

sonal data can include, for example: 

 

• public bodies and institutions (e.g. 

Deutsche Bundesbank, the German 

Federal Financial Supervisory Au-

thority, the European Banking Au-

thority, the European Central Bank, 

tax authorities) where a statutory or 

regulatory requirement to do so ap-

plies; 

 

• other banks or financial services pro-

viders, or similar entities to whom we 

transfer personal data in order to con-

duct our business relationship with 

you (according to the particular con-

tract – e.g. DZ BANK Group entities 

or members of the Cooperative Fi-

nancial Network, syndicate partners, 

correspondent banks, custodian 



 

banks, exchanges, credit reference 

agencies). 

 

 

Other recipients include parties with whom 

you have authorised us to share your data 

or where you have waived banking confi-

dentiality by way of an agreement or con-

sent. 

 

5. How long is my personal data 

stored? 

To the extent necessary, we process and 

store your personal data during the course 

of our business relationship; this includes 

the initiation and settlement of contracts. 

Bear in mind that our business relationship 

may constitute a continuing obligation set to 

last for several years.  

 

Over and above this, we are subject to var-

ious record-keeping and documentation 

obligations, including under the German 

Commercial Code (Handelsgesetzbuch – 

"HGB"), the German Fiscal Code (Abgabe-

nordnung – "AO"), the German Banking Act 

(KWG), the German Anti-Money Launder-

ing Act (GwG), and the German Securities 

Trading Act (WpHG). The time periods set 

out in these acts require record-keeping or 

documentation for between two and ten 

years. 

 

Furthermore, the length of storage is also 

determined by reference to statutory limita-

tion periods: pursuant to sections 195 et 

seqq. of the German Civil Code (Bürgerli-

ches Gesetzbuch – "BGB"), limitation peri-

ods can span up to 30 years, although the 

usual limitation period expires after three 

years. 

 

6. Is data transferred to any third-

party country or an international 

organisation? 

Data is only transferred to third countries 

(countries outside the EU) where doing so 

is necessary to execute your orders (e.g. 

payment instructions or securities orders), 

required by law, or where you have pro-

vided consent. We will provide separate in-

formation in this context, to the extent pre-

scribed by law.  

 

7. What are my data protection 

rights? 

Every affected person has the right of ac-

cess under Article 15 of the GDPR, the 

right to rectification under Article 16 of the 

GDPR, the right to erasure under Article 17 

of the GDPR, the right to restriction of pro-

cessing under Article 18 of the GDPR, [the 

right to object under Article 21 of the 

GDPR], and the right to data portability 

under Article 20 of the GDPR. There is also 

the right to lodge a complaint with a super-

visory authority (Article 77 of the GDPR).  

 

8. Am I under any duty to provide in-

formation?  

As part of our business relationship, you 

only have to provide us with the personal 

data required to establish and conduct a 

business relationship, or information we are 

required to obtain by law. Without this data, 

we will generally have to decline entering 

into a contract or executing an order, or to 

cease performing obligations under an ex-

isting contract and terminate it. 

 

In particular, we are required under anti-

money laundering regulations to identify 

you (e.g. by reference to your ID documen-

tation) in order to begin our business rela-

tionship. This includes collecting and verify-



 

ing your name, place and date of birth, na-

tionality, and residential address. To com-

ply with these legal obligations, you have to 

provide us with the necessary information 

and documentation required pursuant to 

the GwG, and immediately bring our atten-

tion to any subsequent changes arising 

over the course of our business relation-

ships. If you do not provide us with the nec-

essary information and documentation, we 

are prohibited from entering into a business 

relationship with you as requested. 

 

9. How much of the decision-making 

process is automated in each indi-

vidual case? 

As a rule, we do not use any fully auto-

mated decision-making processes for the 

purpose of deciding upon the establishment 

and maintenance of a business relationship 

(article 22 of the GDPR). Should we use 

such a procedure in individual cases, we 

will provide you with a separate notification 

that we are doing so, where we are legally 

required to do so. 

 

10. To what extent is my data used for 

profiling (scoring)? 

 

Some of the personal data we process is 

processed automatically, with the aim of 

analysing certain personal aspects (profil-

ing). We carry out profiling in the following 

cases:  

 

Due to legal requirements, we have a duty 

to prevent money laundering, terrorist fi-

nancing, and fraud. As part of this process, 

we analyse data (such as payments). 

These measures are also designed to pro-

tect you.  

 

We use scoring as part of our process for 

assessing your creditworthiness. This in-

cludes calculating the probability that a cli-

ent will not comply with his or her payment 

obligations as contractually required. 

These calculations take into account as-

pects such as income situation, expenses, 

existing debt, profession, length of employ-

ment, prior business relationship experi-

ences, due contractual repayment of previ-

ous loans as well as information from credit 

agencies. The scoring system is based on 

a mathematically and statistically recog-

nised and accepted procedure. The result-

ing scores help us to make a decision about 

product transactions, and are incorporated 

into our ongoing risk management. 



 

Information about your right to object 
under article 21 of the General Data Protection Regulation (GDPR) 

 

You have the right to object at any time, for reasons relating to your particular situation, to the 

processing of personal data concerning you where the data processing is based on article 

6(1)(e) of the GDPR (data processing in the public interest) and article 6(1)(f) of the GDPR 

(data processing to determine the balance of interests). 

 

If you lodge an objection, we will no longer process your personal data unless we can demon-

strate compelling legitimate grounds which override your interests, rights and freedoms, or 

where the processing serves to establish, exercise or defend legal claims.  

 

If you object to us processing your personal data for direct marketing purposes, we will cease 

to do so. 

 

 

Right to object when you have given your consent 
 

You also have a right to object regarding future data processing on the basis of consent as 

defined by article 6 (1)(a) in conjunction with article 7 of the GDPR, and with regard to the 

processing of special categories of personal data pursuant to article 9 (2)(a) of the GDPR (such 

as data concerning racial or ethnic origin, political opinions, religious or philosophical convic-

tions, or trade union membership; as well as concerning genetic or biometrical data for the 

unique identification of a natural person, health data, or data concerning sexual orientation). 

 


